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Circumvention Proxies
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Background: Obfuscated Proxies vs. Firewalls

➔ TLS fingerprinting attacks

➔ Entropy-based traffic filter

➔ Active-probing fingerprinting

➔ Traffic analysis

➔ …

➔ TLS-based obfuscated proxies

➔ Fully-encrypted proxies

➔ Probe-resistant proxies

➔ Traffic shaping

➔ …

A two-decade, adversarial arms race between tunneling tools and firewalls.

● After blocking plain tunnels, go after “obfuscated” variants.
● An arms-race-driven evolution of obfuscation and detection methods.
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Prior Work: 

● Target protocol-specific flaws
○ e.g., flawed TLS implementations

● Community Strategy:
outpace firewalls that can’t keep pace 
with every variant
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Prior Work: 

● Target protocol-specific flaws
○ e.g., flawed TLS implementations

● Community Strategy:
outpace firewalls that can’t keep pace 
with every variant

Must firewalls fingerprint each protocol separately?

● Only need to detect any tunnel, not the specific protocol.

This Work: A timing-based, protocol-agnostic fingerprint for 
detecting traffic from obfuscated proxies.
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Cross-layer RTT Diff as a Fingerprint for Tunnel



CENSORED PLANET LAB

8

Cross-layer RTT Diff as a Fingerprint for Tunnel

RTTdiff ~= processing delay
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Cross-layer RTT Diff as a Fingerprint for Tunnel

RTTdiff ~= processing delay RTTdiff ~= processing delay + propagation delay
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Fingerprint does not depend on…
↪ Client’s location
↪ Firewall’s relative position
↪ Tunneling protocol

What matters:
↪ Visibility of RTTDiff in the 

presence of encryption

Efficacy & Assumptions

Idea: cross-correlating request & response patterns to 
estimate application RTT
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Fingerprint does not depend on…
↪ Client’s location
↪ Firewall’s relative position
↪ Tunneling protocol

What matters:
↪ Visibility of RTTDiff in the 

presence of encryption
↪ Decide if observed RTTDiff 

indicates tunnel routing

Efficacy & Assumptions

Framework: Sequential Hypothesis Testing 

● H0: Direct; H1: Proxied
● Identify the presence/absence of a prior, based on 

separation of distribution under different priors
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Setup:

➔ State-of-the-art popular 
obfuscated proxies

➔ Geographically distributed 
clients & proxies

➔ Top domains as web servers

➔ Per-flow moderately effective, exposure 
amplified when aggregated by website visits

➔ Factors such as DNS handling and CDN 
connectivity would affect fingerprint’s efficacy

Fingerprint Sensitivity

Except obfs4, results across all 
protocols are practically identical
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Setup:

➔ Collaborate with a regional ISP

➔ Apply fingerprint to mirrored 
real-user traffic (~50 Gbps)

➔ Conservatively consider all 
detections as false positives

* How the Great Firewall of China Detects and Blocks 
Fully Encrypted Traffic. USENIX’23

Estimated FPR ~= 0.6%

➔ Comparable to reports of real-world censoring 
deployments*

➔ Potential categorical false positives (e.g., email)

Fingerprint Specificity (Collateral damage)
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Potential Mitigation

➔ Would a firewall deploy this?
◆ Demonstrated practicality; Broad applicability; Complementary to other detection methods

◆ Relies on subtle timing; Potential for non-trivial collateral damage.

◆ Don’t rely on network unreliability as the only defense.

➔ Countermeasures discussed in the paper:
◆ Proxy configurations
◆ Multiplexing
◆ Traffic splitting                        likely creating new timing patterns that are fingerprintable
◆ TCP Delayed ACK
◆ Traffic scheduler
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Potential Mitigation

➔ obfs4 / Scramblesuit
◆ Seeded randomness at install; one random “shape” (timing, size) per obfs4 server
◆ Finding: lower performance yet increase exposure

● When application is quiet, obfs4 is quiet
● Only inflates packet delay/size, can’t obfuscate inherently large RTT/size patterns

➔ Future directions
◆ Flexible obfuscation to support arbitrary timing patterns
◆ Define a “normal” timing shape
◆ Balance performance overhead
◆ Avoid convergent obfuscation that becomes new fingerprint

Analogous observation:
Xue, Diwen, et al. “Fingerprinting Obfuscated Proxy Traffic with Encapsulated 
TLS Handshakes", USENIX’24
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